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fcE SSH

ssh-keygen
cat .ssh/id_rsa.pub > .ssh/authorized_keys
ssh m600
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#(17iF VSCode infz

- VSCode Remote Server SHATEFH
CPU FHiFE XK, ERESEHEARAITR

- MBFITEEERF LTI, iSEM
[river/scripts/kill_vscode.sh #ig
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SREN Y

man: what can | say?
tidr: too long, didn't read
cht.sh: unified cheat sheet
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+ proxychains4:

- hooks network-related libc
functions

 redirects the connections through
SOCKS4a/5 or HTTP proxies

- supports TCP only (no UDP/ICMP etc)
- quiet mode: —q
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User & &roup Administration in
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Y

swanath Reciciy

Users Database file

Jete/passwd )
/ete/shadow: _

~

/ e’tc/ 3l‘oup

A |
Normal Users

Sys‘cem Users
1000-60000

0-999

pwo

67r‘oup Dox’todooxse_ P}!e_

J

A croup list

-~
-

Jete/ 3slno~dow\ -

adm}n:_x;();xhooo:viswa,ro{)a 7

&roups
&ID

-

/
y

Prim Grou

(default 3roup)

~

| \

-_/:»; pted puwdl <
viswa:ageo(L\f#'th?:%G‘32:0:‘1‘1‘1‘1:?:;:: Y Se,cono(on/ Group
T (ereated by root user)

options
UID
over ﬁo{e_
prim gtoue
secon od‘t, 3r‘oup
comment
home dir
she“
chomge name
Lock account
Unlock
recursiveh/
(elete home, wail)

F -u
-o
3
-5

-
B e

7 7/

useradd (op‘tions) <ar3umen‘ts> Luser>! 7
\ N - ’b =
groupo«iol (op‘t|ons> (o\rgumev\‘ts> <3roup> - 7

N
~"=»-o

/

w od Loptions> Larquments> Luser>
o phices e s e 3r‘oupmool (op‘tions) <o«‘gumen‘t5> <3m“P> i _—yn
P 4 ‘M
-A
-

_)'0(

-~
7~

3r~oupde_| (3roup> .
3Pa$$wo( (op‘tions) (argu-acn‘t&) <3roup>/ -
userdel (op‘t?ons> Luser> -

passwd Luser> » create/change user password

op‘t?ons

&ID
over ﬁole
up name
add mu[‘t;Ple users to a group
add admin to a group
add user to a group
delete a user from a group
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Linux AR#fIRAR4

Linux
Workstation

User & Group Administration in O .swaf:“hogedd ‘

Users Dox'toxbo\se P]le 67(\0"‘9 Do\‘to\base P.-[%

T Jete/group -~ A
Jete/passwet A <t - qroup
Jete/: Z:adow- - Jete/gshadows _ R

J

S ——

System Users Norwal Users
e 1000-60000

4000w iswayraja 4~

Groups yoin
_&ID_

r 4 = > »

\ 4

mlm;n’:‘\gedbv#syi;v:s.m:ra;\a,v:s-./; /g

A\l
Primary Group Secondary Group
Cefault group) Cereated by root user)

S~

LDAP/TCP

options
UID
over ride

% ; 5
useradd Loptions> Larguments> Luser>/ 7 2y e options
v secondary group Iy g &ID
comment over ride
home dir Bl e

shell add multiple users to a group
~ change name add adwin to a groy
E \ Lock account grovpdel Sgrove> . dfsne s, ,,"Z:iff
Unlock gposswd Loptions> Larguments> Lgroup>! delete o user from o group
* userdel Loptions> Luser> recursively -

(delete home, mail)

‘ ‘ sswdl Luser> » create/change user password
m pox er’ e ge user p
A FIAIE:
NIS. LDAP

fins
usermod Loptions> (o.rgunents> Luser>|
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root

Problems and tips

Sorry, user jdoe is not allowed to execute ...

A typical session goes like this:

] <
+ Debian: MREZ==E
|
$ sudo test
- roo 12 ] - , We trust you have received the usual lecture from the local System
h A ] L Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.

nll
sudo AR, EAAEE
, Bb #3) With great power comes great responsibility.
{FH sudo S

Sorry, user jdoe is not allowed to execute '/usr/bin/test' as root on loc:

. BHAMT sudo iFR
s u O E This message means what it says: the user you're running as isn't allowed to execute the

ap I . given command on the given machine. One confusing possible reason for this is that the

* Enm - RT F M administrator has just added user jdoe to a privileged group - but you're still using the old

login, which doesn't have that new group information, and thereoreasnom
mg out completely and back in again,

though you can sometimes get away with just performing a "re-login on the spot" with
su - $USER or changing group with newgrp sudo.
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root

+ AEiGH root #F: It defeats the
security model that's been in place
for years.

sudo #2 Permission Denied fISBE &
+ BREBDBEREITABINAY
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Everything is a file )
- X4 file

B directory
+ IR& device
- Ei8 pipe
- EiEF socket
-  fF=H&E symbolic link
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Linux XIFREHREX

ROOT DIRECTORY
OF THE ENTIRE
FILE SYSTEM

nierarchy | L ? FILESYSTEM HIERARCHY

/ "3 o ADD-ON APPLICATION SOFTWARE PACKAGES STANDARD ( FHS )

srisARY WisRarcwy R CYSTEM BINARIES

DATA FOR SE

PROVIDED BY THIS SY5

TEMPORARY FILES

LINUXCONFIG.ORG
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-
brijkishore@terminal:~$ Is -I
total 97297

-rwx-rw-r-- brijkishore brijkishore 24 22:10
“rW=rw-r-- rajeshram rajeshram 26 21:18

2

2
drwxr-xr-x 4 brijkishore brijkishore 500 2916:34
i S T ¥ 9

N : Owner of : Group that
Number 'of Linked =2 tha File =>»own the file
Hard-links

I
:
M

g File name
k2> Other (everyone) Permissions File size in bytes

i
L>-Group Permissions

1
|
|
|
|
;
|

y

File modification data and time

L. User Permissions User Owner Group Owner
. Permission Permissions
=>>File Type

Read 4 4 Permissions Read

Write Write rF"lgrmission

No 0 No

' Execute 1 Permission Permission
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f
SuUID

Permission

Group Owner
Permission

e\~
-r'WSrw-=r—-

N o

User Owner
Permission

Schm?d u+s file

N

Other
Permissions

e

Group Owner
Permission

et
drwxrwsr--
N N, e/
User Owner Other
Permission Permissions

SUID
Permission

$chmod g+s directory_namti:

Stick Bit

Group Owner Permission

Permission

et
drwxrwxrwt

User Owner Ot.he'r
Permission Permissions

$chmod +t directory_rlame

Binary Octal Permissions Representation

000 | 0(0+0+0) No Permissions B

r|w ' X

001 | 1(0+0+1) Execute -=X :

010 | 2(0+2+0) Write -w- i

on | 3(0+2+1) Write + Execute -wx !

100 | 4(4+0+0) Read r-- |

101 | 5(4+0+1) Read + Execute r-x Sis

1m0 | 6(4+2+0) Read + Write rw-

m 7(4+241) Read + Write + Execute rwx Capital S is an error it occurs if you set
T ) SUID bit or SGID bit to a file without

POPCAGT ool 8 (Y o ¢

1
Lﬁ
X r|w X
] o

Capital T is an error it occurs
if you set Stick bit to a file

T POyt UNSSSORL U EL ey (50 NIy Rt G b
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i A
File attribute: chattr / Isattr
- Access Control Lists: setfacl | getfacl

S RZZNEFTNRDEIFESR: SSH
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- echo

- date [ timedatectl
 reboot | poweroff
- wget /curl

 ps/ pstree |/ top | htop /| btop / nice /
pidof / kill / killall
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- ifconfig / ping | traceroute | netstat
- uname [ uptime / free

+ who / last

* history (ctrl+r)
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M

- pwd/cd/ls
- find | locate | whereis [ which

- cat/ more/head/tail [ tr | wc | stat |
grep | cut/ diff | sort

» touch / mkdir/cp/mv/rm/dd/ file |
tar



~ > ZAusCcT

RRMXHRAEE

- mount / unmount
- Isblk

. df

- parted

- fdisk
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RCIHEENAEETLR

- GNU Compiler Collection

+ LLVM Compiler Infrastructure
- Git

- Make

- CMake
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N P

. >> Tip: iSRETHIEIEH log
. 28>1

- tee
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functionalities -

layers human interfaces
user
space
interfaces

system calls
and system files

HI char devices

cdev_add

input_fops snd_fops
video_fops |
console_fops
sys_capset|  fb_fops
sys_syslog

seariy/ - S@CUTity
linux/security.h
seariy_capset may_open
‘security_socket_create
inode_permission
security_inode_create
security_ops
selinux_ops

virtual

debugging
sys_ptrace log_buf

bridges

cross-functional
modules

register_kprobe printk
handle_sysrq  oprofile_start
kgdb_breakpoint  oprofile_init

HI subsystems
logical =

functions

implementations | video_device

1 5
abstract devic
' and
A HID class drivers
device ] b
control

mousedev

HI

hardware
in_terfaces

drivers,
registers and interrupts

. user peripherals
electronics .20 [

mouse  graphics card audio

system

interfaces core

kemel/
System Call Interface system files

linux/syscalsh
linux/uaccess.h
copy_from_user sysfs_ops

Iproc /sysfs /dev

register_chrdev g oy
cdev_add

fysiclass! cdev_map sys_epoll_create

cdey.  SYs_reboot
sys_init_module oot

Device Model

drivers/base/ driver_init
et linux/kobjecth

- kset
bus_register i device.n

bus_ty

ype
device_create
device
device_type
driver,register
device_driver
probe
7
load_module
module kobject_uevent int
module_param kobject Uevent
kemel_param
\
nv  gystem run ||
kemel boot, shutdown \
power managemen
init/ain.c
start_kernel
do_initatls| ™"

run_init ‘process

generic H
request_region

request_mem_region

usb_

usb_submit_urb
ush_bed giveback ub

- usb_hed

1o mem IO

PCI
Tt ACPI usg controller

controller

Linux kernel map
processing memory storage

«erel  processes , memory access , files & directories

fslexec.c kemelsignal.c ~ sys_fork mmy o
sys_kill sys_viork sys_brl o chvot access ___
sys_execve  Sys_signal sys_clone sys_mmapshm_vm_ops yS_op
- do_sigaction — sys_shmetl . syS_read
= yo_wite
sys_shmat sys_tes Sys_pol
= cys_pipe SYs_select do_patn fooup
Tty oot A o, SYSIock e L oo
Sar Ty sys_futex si_meminfo sys_mprotect : ke sys sendile
sys._time sys_mincore
e Idevimem allos il “F-houn sy dmed
= mem_fops t notify_change
Jproc/meminfo mmap_mem fsnaty_cfarge
X T inode. setattr
Jprociselfimaps B symdhe | T feys_syatd

ds virtual memory i Virtual File System

thr
schedule_work  ceds woiquese o e file_systems

vis_read
ULGE V_write
Vis_getattr vis_create
5 fsngtify
vmalloc iNOde | g msme

sys_sysinfo

sys_nanosleep

vmalloc_init
INIT_WORK/"  queue_work, e r =rere

work_struct workqueuesiuct

kihread_create
S i vree inode_operations
AL filg_ operations
current vm_struct
do_fork
thread_info 5 L get_sb
\ | stper_bock e, o s
ranis s ype

page cache
address_space

bai_writeback_thread
do_writepages

sLswapn® W AP

swap_info kswapd
do_swap_page
wakeup_kswapd
\

file_system_type
ice_direct
] mm/mmap.¢ \

synchronization memor?’mm

lock_kemel mutex Iadx_mlelfwtl(b{e v

kemel_flag '"m?:m:r; mapping
wait or_compefion " owner

add_timer  COMPlete

timer._list down_nternuptble
un_fimer_sofiiq u

do_mmap_pgoff
kmem_cache_alloc

semaphore vma_link

wait_event

wake_up mm_struct
— spin_lock irgsave

msleep spin_unlock_irgrestore vm_area_struct
\ A |

‘ logical memory ‘ ical

physically map ms

cheduler
kemnel/sched. \
task_struct |
/ mm_init
extd,fle_operations

et_sb

ext4_readdir

block devices
Iproc/slabinfo

mmisiob.c \ block/ endisk
mm/siub.c \
GEiae | — block_device_operations.
jiffies_64++ kmem_cache:

do_timer kmem_cache_t | _free ¢ init_scsi

kmem_cache_aloc | scsi_device

quest_queue

to_pyriodie _get free scsi_driver
timer_interrupt . page S

i vm_stat \ usb_storage_driver
totalram_pages usb_stor_host_template

storage
drivers

scsi_host alloc
libata

i e list
b = . Sosi. Host
out_of_memory /‘e ahci_pci_driver

aic94xx_init

num_physpages  d0_page_fault

storage controllers

el scsi SATA

registers  APIC  controller

network
storage
nfs_file_operations
smb_fs_type
cifs_file_ops

iscsi_tep_transport

networking

o sockets access

sys_socketcall
sys_connect
sys_accept
et Iproc/net/
sys_listen

e Lianinmg tepd_seq_show
sys_recvmsg
sys_setsockopt

sys_socket

59,00 seq_show_dev
t_cache_seq_show

sock_ioct!

address families

inet init _ sock create
socket

inet_family_ops

inet_create
= unix_family_ops

proto_ops
inet_dgram_ops inet_stream_ops

socket_file_ops

socket
splice
sock_sendpage
tep_sendpage
udp_sendpage
sock_splice_read
tep_splice_read

wéo__protocols |
\\/pmc/neuprcitomls
udp_prot “tcp_prot
\ e
Tt Pkt
cp_vd_ rcv |
udprrcv top_transmit_skb

udp_r

|z 5 ip_quete xmit
ip loca G ip_push Pering frames
[ m% : input alloc_skb
sk_buff ip_o!
network interfaci

linux/netdgvice.h

netif_receive_skb dev_queue_xmit

e AL register_netdev.
r_nel
net_device
dev_ioct!
aloc_netdev mq  1eeeB0211_alloc_hw
other_setup  ieee80211_rx
netif_carrier_on ~ ieee80211_xmit
drivers/fet/
network
evice drive
usbnet_probe
ipw2100_ te
2d1201_probe
©1000_xmit_frame

~”> ZzJuscT

https://makelinux.github.io/kernel/map/intro
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R aF{EM

1 User Space

User-Level Programs
/shin/init  User Code Linux Terminal

GNU C Library (glibc)

Kernel Space

System Call Interface

Device Modules & Drivers

Physical Hardware
CPU Memory  Devices

https://xdecroc.wordpress.com/2016/03/04/an-introduction-to-linux-loadable-kernel-modules/
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NIRERS: ARZESAEEE

+ Why?

- BHEELE CPU IB<$2E (151X5IFEN ) ,
iR RABIRIERARLBINGT

- ERIRMERFNIEEE
- ARPSTHRTHNGSRIAESIEE
+ BRDAIRAFTEN, RITRARBAA, NKEIPES
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SRANATESENMRST

@5 The instruction at 0x0000000082C00284 referenced memory at
| 0x0000000082C00284. The memory could not be written.

®
Click on OK to terminate the program
®
oK I Your PC ran into a problem and needs to restart. We're
just collecting some error info, and then we'll restart for
you.

20% complete

EP..,E For more information about this issue and possible fixes, visit https://www.windows.com/stopcode
o
‘=l Bi= Sed
o If you call a support person, give them this info:
z Ok Stop code: CRITICAL PROCESS DIED




Kernel

System Call Interface

—3

Kernel
functions

Device
Drivers

Hardware

Network

Kernel

e Micro kernel
Request (IPC, Memory, Scheduler)

v

Hardware

AR RIEZF—EESE

https://linux-kernel-labs.github.io/refs/heads/master/lectures/intro.html
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Linux PIfZEIR

=REEANT BINEE? fusciliggHhisik (Hotplug) ?
- AN (source tree ) IIBREYTHBISM
- B L Linux AZIEIB XS EB=EHIRED 1

. (BRTRERIZ IR INERE] A
XL ) | S 4

. BTRESATEED (N
. IETIEBMEER (ko X N 4
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{iE FH R IRIR

PN IRE:

» [sys

- Jusr/lib/modules/{kernel version}
—LEHS:

» Ismod | modinfo [ modprobe

- sysctl
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AZSWE ko XHFHRAFERERZER AP, FREHR TR, BERBEW:

EMAZ BEFARRFHARERRERREDE SRS
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SYHATAZEER] ko 3.
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https://www.bilibili.com/video/BV19q421c7XW
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#A GPU I BIRE R T Iib{GL,EGL,GLESv2,gbm}.so FiF&ifk
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7, EMEEFIE (FESH BSP ) MAZIKEESH XMER ARG EX R BERBEFENT:
iR A P = E R Fh R TE. THREEER BABIEEESRTE NEENEHBEZIE
ARM Mali GPU [E]rf ZE/B 10 FF A& Wik LA FFHR MR IERAFE HEIEERERE, NWEEEITEM3IANEGR
SoC RIRZIRENAUEASE P
SR_AFING ATREZFEENNSERBS, EREATHIT
NVIDIA B open-gpu-kernel-modules TR, FTEESATHIIT ST ABI .
B Turing (GeForce &R RTX20/GTX16) &, NVIDIA 7 TiERF BFE&ERTEXH, STXERHBATE
GPU FRERANT GSP AbiEz%, MMEEBHEZRERIZERIE #*7F.
GSP B4, AL S N AL AR .
Icenowy Zheng PLCT XB=E Icenowy Zheng PLCT L8
GPU 3EzhHY Linux EEE TSR GPU IEzhAY Linux EEAITHRISE

https://www.bilibili.com/video/BV19q421c7XW



~ > ZJAUsCT

1.4 HF—E

II&
i
S



Linuxy
STk

BEI{EEABN
IRFSARIBIFEERAR

CentOS
&
Ubuntu
BEERIR o) ctriese WENF o

BHER N8 uURE ¥

Linux B9BSRA | )8R

HEARENIFFRASINETR
. BB, W, T/

SBARLnu@ SN, B0 AT
PN, BANEROETT, REMSMONS.
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THE LINUX
PROGRAMMING
INTERFACE

A Linux and UNIX" System Programming Handbook

MICHAEL KERRISK

DEBIAN

ADMINISTRATOR'S HANDBOOK
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HPC IXf¥te

OpenHPC Software Stack

_ High
DB Workload Optimized Performance

Data Schema | Manager o Scalable Parallel

Collection Libraries Debuggingl]  Libraries
& Perf Software

Analysis , Development User Space
Compiler and Toolchain Utilities

Programming-

Operator Interface

And

Monitors | Scalable Resource /O Tools

Mg’.“”‘ Services
Runtimes

16\ ouge4
sonsoubelq waisAs
Buiuoisinoid

Linux Distro Runtime Libraries

Node-specific OS Kernel(s)
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(a debian " 768TB Jriver 3.2TB /pxe

Y/
4x 3.84TB NVMe SSD ZFS RAID10 3.2TB NVMe SSD ZFS A pRO M D
EHRHFTER. AP KE
Root 172.25.2.10

Todk % S EIR B FAOFRHE

EBMLFEE Grafana
/tftp
453 FALF R AR

A Open. % \
/bios /efi64
7.6 SSD Btrfs
ﬁ —

N

— : 4 R R RO
B /lake ——

\ v = —_ login slurmetrld
12x 2TB ZFS RAIDZ3 /nfs_root /opt XAEF &I A
JEL=t s ro rw .
‘\\ J / \\ S /

/

Sy miiulle * i :
agﬁ_ Bridge 172.25.2.254 \‘ TrueNAS

Storage 172.25.2.11
(Diskless) Machine
DHCP

sonce | [ HTe e
DNS 8 800GB SATA SSD ZFS e T S A D
dnsmasq Monitor 800-960GB /tmp /var ALRIE
IPAEME Collector SATA SSD Ext4
Exporter RIS E M

- . Spare NVMe Disk
dumbproxy | | subconvert E 2N R

M4 Playground

800/960GB Local
SATA SSD
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SHEENHEMEDE

- KEEEEFEARS1BIE NFSRoot ( EHIBAE )
- RAM Disk HIiRREEE S L E LANESF
 NFS EZRBSHREF

- http://moo.nac.uci.edu/~hjm/Perceus-Report.html
+  https://lwww.admin-magazine.com/HPC/Articles/Managing-Cluster-Software-
Packages



~ > ZAusCcT

HREHE

- Lmod

- BEIEHERE Spack
- Conda

- SEERERANE
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MPI (BBXBZEIRE )

SHpsE:
» OpenMPI
- MPICH
* Intel MPI
- NVIDIA HPC-X MPI



> zJauscT

CUDA (BEXNFEIARE ) i

- ZF LEIRERH Jupyter Notebook,
A B G RIRnRE

- EIFIEEHY Lab WAJGESBEIA R
NVCC
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Rootless &8: FHEWIRY

- 12 Docker HIRZE—EHIE Docker B

- EERP—RASHWAHAPH Root R, PA4SR
RREHNFIREE

Ah = : docker bind
. singularity no-bind
b n singularity bind
* u .

RRH
Docker Fi
Podman Docker B9 rootless E{{5a

FEFEIEREST OCI (Open Container Image) 1830, TEIMAMEEER OCI HEERIENECHI SIF #8.

Singularity Docker £ HPC Sh9ERR, —#IAN Singularity 3547 MPI % HPC i
FAMRELL, Docker/Podman #F

Apptainer Singularity ffE4¢E, FtBRIGEARIRA Singularity JLFRIEARE

Figure 4: The ‘[Ozone’ results for sequential ‘read’ and ‘write’ operations. Here, ‘write’
creates a new file. Experiments were run using the container internal file system
(no-bind) and by attaching the container to the external file system (bind). Write
operations are in general slower as they include creation of meta data.
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https://www.bilibili.com/video/BV1ax4y1q7vh/
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HPCEER¥

Node:

1.Entry and Management node

2.CPU node |
3.GPU node | —
Network:

1.IPMI management network
2. Compute network
3. Storage network

Storage

l.local lesystem
2. network le system(NFS)
3. parallel le system

Software
1.0S
2.Intel Parallel Studio XE

3. Driver
4. parallel le system version

hfnband Swich

st e
Balec

HPCZR%
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RS
NVLink
AlBRSS =8

FRILEES
OAM

AlBRSS=R

5Pk
PCle
AlBRSS 25

NF5468M5
8*SXM2 GPU

MX1
8*OAM

>

NF5280M6-GPU
4*PCle GPU

NF5280M5-GPU
4*PCle GPU

NF5488M5-D NF5488A5

NF5488M6 NF5688M6

8*SXM4 A100 GPU  8*SXM4 A100 GPU 8*SXM4 A100 GPU  8*SXM4 A100 GPU

NF5498A5
8*0OAM
NF5468M6-T NF5468A5
4*PCle GPU 8*PCle GPU
NF5280M5 NF5468M5
8*#aEEPCle GPU 8*PCle GPU

NF5468M6-P NF5280M6
8*PCle GPU 8*%5 PCle GPU
NF5468M5-V

16*85EPCle GPU

NF5468M6-V
16*E25EPCle GPU
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CPU Platinum 8358

IAit&Elntel Xeon Platinum 8358 ProcessorSitsE
EAE el

Instruction Set Extensions 7 Intel® SSE4.2, Intel® AVX, Intel® AVX2, Intel® AVX-512

# of AVX-512 FMA Units 7 2

GFlops=(CPU freq) x (FP ops) x (core number) x
(CPU number)

= AVX 512 512/ 64 * 2(FMA has two operations)
* 2(FMA Units Number) =32 DP oating
point operations per second

s Such as 8358, 2.6 x 32 x 32 =2662GFlops =
2.7TFlops

31/69

@ Export specifications

Essentials
Product Collection 3rd Generation Intel® Xeon® Scalable Processors
Code Name Products formerly Ice Lake
Vertical Segment Server
Processor Number 7 8358
Status Launched
Launch Date 7 Q2'21
Lithography 7 10 nm
Recommended Customer Price 7 $4227.00
CPU Specifications

otal Cores 7 32

otal Threads 64
Max Turbo Frequency 7 3.40 GHz
Processor Base Frequency 7 2.60 GHz
Cache 7 48 MB
Intel® UPI Speed 11.2 GT/s
Max # of UPI Links 7 3
ITDP 7 250w |

Intel Xeon Platinum 8358 Processor


https://ark.intel.com/content/www/us/en/ark/products/212282/intel-xeon-platinum-8358-processor-48m-cache-2-60-ghz.html

PCle

PCle (Peripheral Component Interconnect Express) E—fhEikR&E1
BHERFIINBIRE.

PCleig&Z e LIZ2 &
£+ (GPU) : E+nJge

KA, SRERRTLITIUM:

. FEIRE:
. & (NIC)

—LERESERE (SSD) |, #al2BBEAFERNVMetmY AR

MEEO-RATRITENEZREING, RZEENIC, EaN10GbER

In niBand&, #MEARETPCleizO.

PCI Express jCifHEggE2) 3]

i A 101 maimiE (lane) EPEEWTIEE.
ii. A HFRARETE, SAIHERIZ25.0 GT/s

LAPCle 2.079f, &FP5GT (Gigatransfer) FRIGEIREERE, HiZH/98b/10b (B10MITRESNEXIEIE)

TIHTEH RREZinE, RTERT

RRNARARIERPCleEERIIRE, CRHE TITEVERIERIIRE.

, 40GbER, =&

PCIExpress ... Line B s (Znm) [
/7S b ) izl x1 x2 x4 %8 x16

1.0 2003 8b/10b 25GT/s| 250MB/s| 0.50GB/s 1.0GB/s| 20GB/s  4.0GB/s
2.0 2007 8b/10b 50GT/s| 500MB/s| 10GB/s 20GB/s 4.0 GB/s 8.0 GB/s
3.0 2010 128b/130b 8.0 GT/s 984.6 MB/s| 197 GB/s 394GB/s| 7.88GB/s 15.8GB/s
40 2017 128b/130b 16.0 GT/s | 1969 MB/s 3.94 GB/s | 7.88GB/s 1575GB/s  31.5 GB/s
5.015116] 2019[718] NRZ 128b/130b 32.0 GT/sli1| 3938 MB/s | 7.88 GB/s | 15.75 GB/s | 31.51 GB/s |  63.0 GB/s
6.0 2021 | PAM4 & FEC FLIT 1b/1b |  64.0 GT/s | 7877 MB/s | 15.75 GB/s | 31.51 GB/s | 63.02 GB/s  126.03 GB/s

, BERUAEE 94Gb/s = 500MByte/s,
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GPU NVIDIA A100
30GB PCle

A100 FP64 Tensor Core=1x19.5TFLOPS
mAKFCPU (Platinum 8358 2.7TFlops) AIFLOPS

A100 A100

80GB PCle 80GB SXM
FP64 9.7 TFLOPS
FP64 Tensor 19.5 TFLOPS
Core
FP32 19.5 TFLOPS
Tensor Float 156 TFLOPS | 312 TFLOPS*
32(TF32)
BFLOAT16 312 TFLOPS | 624 TFLOPS*
Tensor Core
FP16 Tensor 312 TFLOPS | 624 TFLOPS*
Core
INT8 Tensor 624 TOPS | 1248 TOPS*
Core
GPU Memory 80GB HBM2e 80GB HBM2e
GPU Memory 1,935GB/s 2,039GB/s
Bandwidth
Max Thermal 300W LOOWH***

Design Power

Base Clock: 1065 MHz Slot Width:  Dual-slot Shading Units: 6912
Boost Clock: 1410 MHz Length: 267 mm TMUs: 432
10.5 inches
Memory Clock: 1512 MHz ROPs: 160
3 Gbps effective Width: 111 mm
4.4 inches SM Count: 108
Memory TDP: 300 W Tensor Cores: 432
Memory Size: 80 GB
Y Suggested PSU: 700 W L1 Cache: 192 KB (per SM)
AR INER  (alAbpe Outputs:  No outputs L2 Cache: 80 MB
Memory Bus: 5120 bit Power  8-pin EPS
Connectors:

Bandwidth: 1,935 GB/s

Board Number:

P1001 SKU 200

GFlops=(boost clock) x (core number)

(TDP)

Multi-Instance Up to 7 MIGs @ 10GB Up to 7 MIGs @ 10GB
GPU

Form Factor PCle SXM

dual-slot air cooled or
single-slot liquid cooled

Interconnect NVIDIA® NVLink® Bridge
for 2 GPUs: 600GB/s **
PCle Gen4: 64GB/s
Server Options  Partner and NVIDIA-

Certified Systems™
with 1-8 GPUs

NVLink: 600GB/s
PCle Gen4: 64GB/s

NVIDIA HGX™ A100-
Partner and NVIDIA-
Certified Systems with

4,8,0r 16 GPUs

NVIDIA DGX™ A100

with 8 GPUs

*  With sparsity

** SXMé4 GPUs via HGX A100 server boards; PCle GPUs via NVLink Bridge for up to two GPUs
** 400W TDP for standard configuration. HGX A100-80GB CTS (Custom Thermal Solution)

SKU can support TDPs up to 500W

NVIDIA A100 TENSOR CORE GPU SPECIFICATIONS (SXM4

AND PCIE FORM FACTORS)
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. SATA (Serial ATA) : SATAR—E ARSI

Y, AT EEERNERZ., SATARTESRIERZ
IXzpes (HDD) FIEZSIKzIZE (SSD)

. NVMe (Non-Volatile Memory Express)
NVMeZ2—frEtd@ES3Kz08s (SSD) A= OMY,

EEAPClel & kiEZzinE. NVMelgE TilkEhY
SUREWIERE, ImETSATA,

s

. SATAtL 22—z,

.M.2, EFJLAERSATAEENVMetY., M.2530O8
IREFERELBN, FTUAEEBAER ERIM.25EE,
ZRT 2B,

A

. HDD (Hard Disk Drive) : #f#i#&, ERIRER
HREhEddE, EERE, B

. EEZEMFSATA,

==

ETE

K, s K

. SSD (Solid State Drive) : B, {EF

NANDNFRFiEEE, EERR, B

ngRm. TEZEOZSATA. M2, U2,

Bus Standard

SATA Revision 3

SATA Revision 3

PCI-E 3.0X2

==

ZE@EZB‘E/ J \ !

PCI-E 3.0X4

Transfer Protocol

AHCI

AHCI

AHCI

NVMe

NVMe

Bandwidth

6 Gbps

6 Gbps

6 Gbps

16 Gbps

32 Gbps

Transfer Rate

600 MB/s

600 MB/s

600 MB/s

2GB/s

4 GBIs

34 /69



LG
LA XA

GbE switch FJkEEO3Z m
1000Mb/s HICHAL + BRI |

10GbE switch Ik O3 5
10Gb/s ch ERMIsZHAN, + HILRBHINE -

InfiniBand
RS EI EHIREAGER: 100Gb/s

pPCB002944

o 10E5-3 (A / NS ()

T
T
i cA

2020
QUID: 08 CD EB O30 E4 AETE o
MAC: 08 0 E8 E4 AETE. |

Made in India_ 20220104
® g0 @ ) @
o
C1 7w MLBYS T 4721 5-
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NVLinkfjR5528
NVIDIA DGX A100

SYSTEM SPECIFICATIONS

NVIDIA DGX A100 640GB

GPUs 8x NVIDIA A100 80GB Tensor Core GPUs

GPUMemory  640GBtotal

Performance 5 petaFLOPS Al
10 petaOPS INT8

NVIDIA [

NVSwitches

System Power 6.5 kW max

Usage

CPU Dual AMD Rome 7742, 128 cores total,
2.25 GHz (base), 3.4 GHz [max boost)

System 2TB

Memory

Networking Up to 8x Single- Up to 8x Single-
Port NVIDIA Port NVIDIA
ConnectX-7 ConnectX-6 VPI
200 Gb/s InfiniBand = 200 Gb/s InfiniBand
Up to 2x Dual-Port  Upto 2x Dual-Port
NVIDIA NVIDIA
ConnectX-7 VPI ConnectX-6 VPI
10/25/50/100/200 10/25/50/100/200
Gb/s Ethernet Gb/s Ethernet

Storage 0S: 2x 1.92TB M.2 NVME drives
Internal Storage: 30TB (8x 3.84 TB) U.2
NVMe drives

Software DGX 0S / Ubuntu / Red Hat Enterprise

user quide

Linux / Rocky - Operating System
NVIDIA Base Command - Orchestration,
scheduling, and cluster management

NVIDIA Al Enterprise - Optimized Al
software

Server Block Diagram
NVIDIA DGX A100 System

Dual Port HDR
InfiniBand /
200GigE to

External Storage

Optional 2nd HDR
InfiniBand /
200GigE Link to
External Storage

HDR H i HDR
InfiniBand / [ el InfiniBand /
200GigE 200GigE
HDR = HDR
InfiniBand / [ESak=— & InfiniBand /
200GigE v 200GigE

PCLExpress
Gen 4 Switch

PCHExpress
Gen 4 Switch

PCHExpress
Gen 4 Switch

PCLExpress
Gen 4 Switch

HDR HDR
InfiniBand / InfiniBand /
< 200GigE 200GigE  ~

InfiniBand / InfiniBand /
200GigE | 200GigE

ﬁ AMD Infinity Fabric (GPU-Direct ROMA traffic cannot pass)

]  Eight-channel DDR4 memory (171GB/s per CPU)

- 7 Ci-express x16 (gen 4.0) busto CPU

PCHExpress x16 (gen 4.0) bus for GPUDirect ROMA (~24.7GB/s)

PCI-Express x8 (gen 4.0) bus for GPUDirect Storage

25GB/s NVIDIA NVLink 3.0 Connection (50GB/s bi-directional per connection)
2 connections from each GPU to each of 6 NVSwitches for full all-to-all bandwidth capability. 600GB/sec of NVLink BW for each GPU.

36/69


https://docs.nvidia.com/dgx/dgxa100-user-guide/index.html
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PClefR$&E8——Inspur NF5280M6

RiE NF5280M6 e AHEH
X ESH 2R AR SS 28

» HFE=RFROEEOLY BAESE (Ice Lake) , BIEEIX 40 2SR EBNR KM, &AX
F TDP (Thermal Design Power) 270W CPU, &X&5isiEx 3.6GHz, 60MB L3 £Ff15&% 3 A

11ZGT/S UP| &5k, FIRSZesHERELIEMNEE.

» K 32 % 3200MT/s DDR4 ECC R1=.
» Eexis NMNE PCle 18z, 149 OCP 3.0 #Z#0 11~ RAID #0-+~1&(i,

= 12t 550W~2000W IpERp9 80 PLUS sAEHIRIER, 50% % FEIFRIRIRERIA 94%,

& 1-1 NF5280M6-12 X 3.5 Hi~Hgi#ift &



https://www.inspur.com/lcjtww/resource/cms/2022/08/2022082311541365106.pdf

Inspur NF5280M6 E&{7k
YRESES A

3-1 NF5280M6 #BE&EM) (12 X 3.5 H~FREFACE )

P Py 5 B

1 M. 2Ki4H 2 PCle Riserfi4i0
3 PCTe RisertZil 4 PCle RisertZi2
5 OCPH B 6 FER

7 N EM. 28540 8 ez

9 SUSHIERSERT 10 Ab PR

11 INERCE 12 AU HE

13 R 14 TR

15 SXE 16 SER

17 HUAE 18 M
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Left Middle Right
3 o slot7 elelelsx ©
E Sloté BELEL B S
* = | |O) 2 N = | O &
of b= i o
- §§ o) o)

® Jifil PCle Riser BLAH$RMLHIFENAIH Slot2, Slotl. SlotO.
® 1i] PCle Riser MEIZHLAIMELI N Slot5. Slotd. Slot3.
® 1i{ll PCTe Riser fZFRHLIIAENA N Slot7. Slot6.

& 5-32 Z{l PCIe Riser #&4H

- HEAEA] PCle Riser #4H, #24E PCle #8474 Slot5. Slot4. Slot3.

[¥] 5-34 PCle Riser f&4i 3

il PCTe Riser f5iZH 4-——70] A4 2 4~ PCIe Slot flfi.
- HEfEAN PCle Riser #E4H, $24H PCle K441y Slot7. Slot6.

/& 5-35 PCle Riser #%H 4
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efelen ©
glals
,li@@Q
e
Q ©
® /iflll PCIe Riser #ZHFRMLMAEA N Slot2, Slotl. Slot0.
® 1] PCIe Riser #AIRMLHIAE NN Slot5. Slot4d. Slot3.
® /£i{l| PCIe Riser #ZLIRMLAIMENAI N Slot7. Slot6.
Root Port
PClefd | \E = EER | B& | WD
PClI (B/D N
m o |POME w8 | Y Mtk
Slot0 | CPUI Zcée 8. QURCTS: | 7 x8 | PE2 | 9:02.00 LEEK
Slotl | CPUL zcée 3, O/ROTE: | e x16 | PE1 | b0:02. 00 LEeK
Slot2 | CPUI icée 8. Q/RETS: | e x8 | PE2 | ¢9:04.00 LEk
Slot3 CPU1 PCIle 4.0 x16 x8 PE3 e2:02. 00 E RS
Slot4 ggﬂ? PCIe 4.0 x16 x16 | PE3 | 64:02.00 LEnkK
Slots | CPUO | PCIe 4.0 x16 X8 PE3 | €2:04. 00 SEEK
Sloté | CPUO | PCIe 4.0 x16 x16 | PE1 | 30:02.00 LEEK
Slot7 | CPUO | PCIe 4.0 x16 x16 | PE2 | 4a:02.00 LK
0CP .
3.08 | CPUO, 1 | PCe 4.0 x16 | x16 |PEO | 97:02.00 E“giocp
ﬁ .
H

F=EHRIB/D/F (Bus/Device/Function Number) #iEZPCle
RmbcHTAIENARYE, PCle~ANmBCEECE™PCl bridgefJPCle
—<HBJ, B/D/FEJgEET,

OCP 3.0 X16 PCIE{#EAT 324545 BISREICPUO X8+CPU1 X8,5CHT
RI-EMulti-hostIhgg, BHENUMAYEISSBE BEIIRETE, 12

<HEE.
Root Port (B/D/F) : &-IBE2ENERPCletE T mdB/D/F,

Device (B/D/F) : fEEFRS FTEERIREED RPCleiERY
B/D/F (BPBus/si&itbit) .

BT APCle X16H9IEEFZPCle x16, PCle x8, PCle x4,
PCle x189PCleR. M LNAFRZ, BIPClefHEATHEEAae/)\vT i
NHIPCleRATHEE.

F PCIefBN IR AMHFEEREIITATEW,
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IPMI

IPMI(IntelligentPlatform Management Interface)B)EsEEEEIEZEO, EEHEEHSEEZEWAIF—K
BREONE. BRATLFAIPMIEERSSSAYIEREHE, tHImEE. BE. XELERESSE. IPMIBNGEANE
ETFERRFBIOSHIOSH, FLABARLISEFNEREXRTIAIRET, REZBEEIRH A LASEIIIIRS 250

Hk?fz
IMITo

IPMIE—FHSeR0tnE, EFSEEERIESRM#EBMC (Baseboard Management Controller) , —f
AN BSIEMIEHE, SHEIATENESEEN AN, BIeIPMITLAGES MERESIEIEFICRBMEH
WAL, BIHBMCHARE, ANZRZATUEZESEBMCIKERIGEHEE, HEREESIENRE, mfEENA
LA 88 e O FBMCHE TE.

« NFEZERY: 18E1%2E0S 2. SinETE 3. ffEisis
« FEAAIN

. IPMITOOL

5140 ipmitool -I Tanplus -H <BMC_IP> -U <BMC_USER> -P <BMC_PASSWORD> mc info &< a]LASREY
KT EEEHEENER

. MeEghttp HNEREIBMC
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BMCEHEMN5

BMCHLUBZ MEZOMITESIMES, BiF:

. RS ERAVEE. NEEE. BEFEESH,
. ICRBFERAE.
. R EIEKVMT (2. JNEMS) 088, nireERInEEEIRM RS SN,
B MNEROTEEGIIRSSRER, SR, XIFESE.
. RS HENIEFIZHBIOSIRE,

BMC (Baseboard Management Controller) S eiRssS8iE ¢ S soOREmMENE IR, R
R R T AL IR RRMOBMCSCHL, FE i IH9BM ISR M Bt AT B S AR,

Blan, Inspurtgt Y B2RJIBMC (Inspur Baseboard Management Controller) , Dell§BEZ2/JIDRAC

(Integrated Dell Remote Access Controller) , HPE (Hewlett Packard Enterprise) &iLO
(Integrated Lights-Out) , IBMBIMM (Integrated Management Module) , XLEEFZER R NHIER /S

HRRSS 2t R HYBMCSEIL,
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https://www.inspur.com/eportal/fileDir/active_download/platformBookZh/6764/%E6%B5%AA%E6%BD%AE%E8%8B%B1%E4%BF%A1%E6%9C%8D%E5%8A%A1%E5%99%A8%20BMC%E7%94%A8%E6%88%B7%E6%89%8B%E5%86%8C%20V2.8.pdf
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NVIDIA A100 300W X 2 = 600W

~ > Intel Ice Lake 8358 2.6GHz 32cores 250W X 2 =500W

. SATA SSD, 960GB 4.5W

. Inspur NF5280M6 Server Chassis & Motherboard 170W

\ //
y

i | Mellanox Quantum (TM) HDR InfiniBand Switch, 40 QSFP56 ports
v 300W~750W
32GB Memory stick 16 7W X 16 = 112W

600+500+4.5+170+112+25+300="W
InfiniBand Mellanox ConnectX®-6 HDR 25W
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cinl

o 1|

BRI CPURYIH#

2x 8160F/24C 2.1GHz/TDP 160W
turbostat -show PkgWatt HPL

Default 319W 2.14TFlops

cpupower frequency-set -u 1GHz 278W 1.45TFlops
Active Processor Cores=12 319W 1.6TFlops
12 cores and 1GHz 183W 733GFlops

= o] L FABLE 73 AB#(K CPU IH4E 1B
- [
* PRHISIER : BIOSHZEIEZIA, cpupower I
o RDERAVZIOEL © BIOSHIZEZEL. numactl A a——
- EEIEA
* |Intel DCM _ 1000
* Powercap g 800
%ism
E-:H 400
= 200
0
25 50 75 100 125

TDP (W)
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Monitoring HPC Clusters
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OpenHPC Software Stack
Operator Interface

g * @ ; ;E DB | Workload Optll;gzed Performance
System Datq Schema | Manager . Scalable Parallel
Collection Libraries - ibrari
Managem Debugging Libraries
ent { &Perf | Software
(Config, S;\sr::m - Analysis P E Development USS{ilii;;asce
Inventory) Monitors Scalable esource /o Tools ompiller an Toolchain
11\_ BB
*n g Eg Fgé Overlay & Pub-Sub Networks, Identity
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" N ; l Linux Distro Runtime Libraries
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AeiR{ES

Application Optimization

Strategies

m Test with ~:c-—-—+ ~—~—-—t1-~ .

= Intel Q Power Control Tools DynPowerCtl

= NVIDl/ Tool Features:
= Mulit-Node Power Monitoring & Control

= Support CPU Core & Uncore | GPU
= UDP Networking

= Profile tl

= Low Read & Control Latency (about 20ms)
= GPU: NVML
m CPU: PCM (msr registers) & sysfs
n Feedback Control with online parameter setting su

= 3-level Power averaging & controlling

= Realtime Data Exporting & Grafana Visualizatio

R th SIS

@ debian

Root 172.25.2.10

WIRELESS FREEDOM

Bridge 172.25.2.254

Monitor
Collector
Exporter

slurmd
1E& AR

~ > ZJAUsCT

X PROXMOX

EIMET & Grafana

InfiniBand

<> TrueNAS

Storage 172.25.2.11

[ 241
4%

800-960GB /tmp /var

Spare NVMe Disk
FEH T ERMZE

SEERETSihit
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